County of Los Angeles
CHIEF EXECUTIVE OFFICE
OPERATIONS CLUSTER

Carirorntt®

WILLIAM T FUJIOKA
Chief Executive Officer

DATE: April 3, 2014
TIME: 1:00 p.m.
LOCATION: Kenneth Hahn Hall of Administration, Room 830

AGENDA

Members of the Public may address the Operations Cluster on any agenda
item by submitting a written request prior to the meeting.
Three (3) minutes are allowed for each item.

1. Call to order — Santos H. Kreimann

A) Legacy System Replacement Status Presentation
Assessor — Steven Hernandez or designee

B) Proposed Revisions to IT Security Policies 6.100 —6.112
CIO — Richard Sanchez or designee

Public Comment

Adjournment
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The Challenge

= Aging Technology Environment
— 120+ stovepipe applications

— Applications are difficult to maintain and risky to
enhance

— Functionality is limited and does not support Dept.
needs

— Complex, high-volume, and paper-intensive
environment
= At Risk:

— S14 billion in property tax revenue to the State,
County, and School Districts
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The Response

®» Hired outside consultant to assist in this
undertaking

= Established modernization roadmap with 3 major
initiatives:

1. Replacement of Legacy Systems
2. Data Quality Management

3. Document Management

Vaalueing People
and Property

Due Diligence

1. Explored and evaluated all available
commercial assessment software
products (COTS)

2. Explored and evaluated what other
California Counties have done / are
doing
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The Assessor evaluated 7 major products
designed or in some stage of design for
California assessment

-  Other Counties’ Approaches

= Self Development (Build):
— Replatforming
— Build from scratch (leveraging existing)

= Buy and build:
— Buy (mostly as-is)
— Buy partial and interface (band-aid approach)
— Buy base product and build California functionality
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Product Evaluation Results

How close is it to our

ideal?

May we modify the
product?

Is it maintainable?
Can it be easily
changed?

Can resources be
obtained?

Will the vendor be a
good partner?

Can it be done in
reasonable time?

Overall rating
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Findings

No existing product meets our

needs
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Solution
and Property

Create a tailor made
enterprise system
(leverage, buy, build, integrate).

Scott Thor
Dan Gielan|
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|Conceptual Data Quality Process
Phase 1 (Prior to Go Live)

Identify all Establish Data Define Establish
Data Elements ——p  element [—— Repository ——M Extraction
at Each Source Relationships Schema Procedures

| @

=

r 3

[

Produce
Run Rules ——3 Exception
Report
Update /
Refine
Rules
Manual No
Create . Auto
. M—— Review by
Update List SMES Correct?,
Yes

Project Name: Data Quality Mgm't

Develap Procedures

Stearing Committea §/ (8

And Analysis

Irerate

No
Prepareto el
ORE e
Last Updated: 11/12013
DOCUMENT MANAGEMENT v""y“w

Day Forward Scanning

Full Deployment

Application for 2014

far D7

) € (=)

@ Backfile Scanning
Test, Train
,A‘;?- "
S & Deploy
Migrate Doc
25,
apite 5= Mgmt
Enviranment
A [ t0 15D
oo PO SOltWETE Esgatlationsy Coding &| Align Assessof softwore
Configuration ‘| eaviranment with 150
// | environment
Requirements |‘
Desiy [
|
Upgrade to Upgrade to
U"DE’T:: o X [ % Upgrade to
Upgrade to Phase | Phase Il 64 D7.X 191
€6.55p2 U
Enhance 571-L 2014 Production Season Rewrite 571-L Application Enhance 571-L for 2015

X3

[ 2013

2014

2015

2016

3/31/2014



Lo

Implementation

and Property

= Create the enterprise framework based on
COTS components (leveraging LACO
infrastructure where possible)

— Rules Engine (BRE), Workflow (BPM), SOA, ESB,
ECM, etc.

= Create the functional framework
— Valuation and Assessment tools

= Develop and Integrate (leveraging existing

systems) I
Nl
e Timeline
Evaluation and Decisions 7/1/2013 - 3/1/2014
Obtain Enterprise Components 11/1/2013 - 7/1/2014
Ramp up initial design and framework 7/1/2014 -9/30/2014
Agile development to close gaps 10/1/2014-7/1/2017
Parallel execution of 2017 roll 7/15/2017

Compare executions results and identify each

and every deviation sy ATLy = L2

Initial go live 1/2/2018

14
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Questions and Answers
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Conceptual Data Quality Process

Phase 1 (Prior to Go Live)
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Summary of Proposed Revisions to IT Security Policies 6.100 —6.112

Policy 6.100 — Information Technology and Security Policy

v’ Clarifications and updates to reflect use of mobile computers and adherence to IT security
technical and operational standards and procedures approved by the Information Security
Steering Committee.

v' Added reference to California Civil Code Section 1798.29 regarding breach notifications.

v' Added digital content to include video recordings, photographs, and electronically stored
information.

v Requires designation of a back-up to the Department Information Security Officer.

Policy 6.101 — Use of County Information Technology Resources
v' Added reference to County Policy 9.015 — County Policy of Equity.

v’ Clarifications and updates regarding no privacy expectations for use of County IT Resources
and inappropriate use of County IT resources.

v" Added monitoring of electronic communications using County IT Resources.

v Requires use of two-factor authentication for all remote access to County personal and
confidential information.

Policy 6.102 — Countywide Antivirus Security Policy

v' Added references to relevant Board IT Security Policies and requirement for remote users
to have antivirus protection on personal equipment used to access County IT Resources.

Policy 6.103 — Countywide Computer Security Threat Responses

v’ Clarifications and updates regarding preservation of evidence to facilitate administration of
justice to protect County IT Resources.

Policy 6.104 — Electronic Communications

v’ Clarifications and updates to expand policy to include additional forms of electronic
communications, e.g. instant messaging, no expectation of privacy in the use of County IT
Resources, and monitoring use of County IT Resources are in accordance with applicable
policies and laws.

v" Added reference to County Policy 9.015 — County Policy of Equity.

Policy 6.105 — Internet Usage Policy
v' Added reference to County Policy 9.015 — County Policy of Equity

v’ Clarifications and updates to inappropriate use of County IT Resources, requirements for
use of social media, and no expectation of privacy for use of County IT Resources.



Policy 6.106 — Physical Security
v No changes other than extending sunset review date.

Policy 6.107 — Information Technology Risk Assessment

v Minor revision to provide examples of items to be included in an IT risk assessment
program, e.g. vulnerability scans of networks, systems and applications.

Policy 6.108 — Auditing and Compliance
v" No changes other than extending sunset review date.

Policy 6.109 — Security Incident Reporting
v Added references to California Civil Code Section 1798.29 regarding breach notifications
and Code of Federal Regulations 160.103 regarding Protected Health Information.

v’ Clarifications and updates to include additional examples of security incidents and
reference.

Policy 6.110 — Protection of Information on Portable Computing Devices
v" Added references to HIPAA 1996, HITECH 2009 and California Civil Code Section 1798.29,
as well as relevant IT Security Policies.

v Requires approval of County department management to place personal and/or
confidential information on portable computing devices and encryption of such
information stored on portable computing devices.

Policy 6.111 — Information Security Awareness Training
v" Added reference to County Policy 9.015 — County Policy of Equity.

v Minor clarifications regarding awareness training in support of information security
policies.

Policy 6.112 — Secure Disposition of Computing Devices

v Update to require vendor certification for disposition of computing devices in accordance
to County security policy requirements.
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Policy #: Title: Effective Date:

6.100 Information Technology and Security Policy 07/13/04

PURPOSE

To establish a countywide information technology (IT) security program supported by
countywide policies
{e-gchapters 3—7—and-9)-in other chapters of

(e.g., chapters 3, 7, and 9) _ to assure appropriate and authorized access,
usage, and integrity of County IT resources.
REFERENCE

July 13, 2004, Board Order No. 10 — Board of Supervisors — Information Technology
and Security Policies

Board of Supervisors Policy No. 6.101 — Use of County Information Technology
Resources, including Agreement for Acceptable Use and Confidentiality of County
Information Technology Resources (Acceptable Use Agreement), attached thereto

Board of Supervisors Policy No. 3.040 — General Records Retention and Protection of
Records Containing Personal and Confidential Information

Comprehensive Computer Data Access and Fraud Act, California Penal Code Section
502

Health Insurance Portability and Accountability Act (HIPAA) of 1996
Health Information Technology for Economic and Clinical Health (HITECH) Act of 2009

California Civil Code Section 1798.29

HOA.1044331.1



POLICY

Definitions

As used in this policy, the term “County IT resources” includes, without limitation, the
following items, which are owned, leased, managed, operated, or maintained by, or in
the custody of, the County or non-County entities for County purposes:

e Computing devices, including, without limitation, the following:
o Desktop personal computers, including, without limitation, desktop
computers and thin client devices
o Portable computing devices, including, without limitation, the following:
——Portable computers, including, without limitation, laptops and tablet
computers, and
Mm Sfe—porol e oo e dlenioos
e s IT resources
- andint oot =
= Portable devices, including, without limitation, personal digital
assistants (PDAs), digital cameras, smartphones, cell phones, and
pagers, wearable computers (also known as body-borne computers
or wearables), and audio/video recorders
Portable storage media, including, without limitation, diskettes,
tapes, DVDs, CDs, USB flash drives, memory cards, and external
hard disk drives
0 Multiple user and application computers, including, without limitation,
servers
o Printing and scanning devices, including, without limitation, printers,
copiers, scanners, and fax machines
o Network devices, including, without limitation, firewalls, routers, and
switches.

e Telecommunications (e.g., wired and wireless), including, without limitation, voice
and data networks, voicemail, voice over Internet Protocol (VolP), and
videoconferencing

e Software, including, without limitation, application software operating
systems software

e Information, including, without limitation, the following:

o Data

Documentation

Electronic ( email )

Personal information

Confidential information

Voice recordings

O O0OO0O0Oo
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o__Photographs
o_Electronically _stored information (data that is created, altered,
communicated and stored in digital form)
e Services, including, without limitation, hosted services and County Internet
services
e Systems, which are an integration and/or interrelation of various components of
County IT resources to provide a business solution (e.g., eCAPS)

As used in the above definition of “County IT resources”, the terms "personal
information™” and "confidential information” shall have the same meanings as set forth in
Board of Supervisors Policy No. 3.040 — General Records Retention and Protection of
Records Containing Personal and Confidential Information.

As used in this policy, the term “County IT user” includes any user (e.g., County
employees, contractors, subcontractors, and volunteers; and other governmental staff
and private agency staff) of any County IT resources, except that the Chief Information
Security Officer (CISO) and the Chief Information Officer (CIO) may mutually determine,
in writing, at any time that certain persons and/or entities (e.g., general public) shall be
excluded from the definition of “County IT user”.

As used in this policy, the term “County IT security” includes any security (e.g.,
appropriate use and protection) relating to any County IT resources.

As used in this policy, the term “County IT security incident” includes any actual or
suspected adverse event (e.g., virus/worm attack, loss, or er-disclosure of
personal information and/or confidential information, disruption of data or system
integrity, and disruption or denial of availability) relating to any County IT security.

As used in this policy, the term “County Department” includes the following:

¢ A County department

e Any County commission, board, and office which the CISO; and the CIO, in
consultation withand , mutually determine, in writing, at any time
shall be included in the definition of “County Department”

General

County IT resources are essential County assets that shall be appropriately protected
against all forms of unauthorized access, use, disclosure, or modification. Security and
controls for County IT resources shall be implemented to help ensure, without limitation:

e Privacy and confidentiality

« Information integrity, including, without limitation, data integrity
e Availability

e Accountability

e Appropriate access, use, disclosure, and modification

HOA.1044331.1



Countywide County IT resources policies, standards, and procedures and countywide
County IT security policies, standards, and procedures establish the minimum
requirements to which County Departments shall adhere. Each County Department
may, at its discretion, establish supplemental policies, standards, and procedures based
on unique requirements of the County Department.

RESPONSIBILITIES

County Departments

The head of each County Department is responsible for ensuring County IT security,
including, without limitation, within the County Department. Management of each
County Department is responsible for organizational adherence to countywide County
IT resources policies, standards, and procedures and countywide County IT security
policies, standards, and procedures, as well as any additional policies, standards, and
procedures established by the County Department. They shall ensure that all County IT
users are made aware of those policies, standards, and procedures and that
compliance is mandatory.

The head of each County Department, in consultation with the CISO, shall ensure the
designation of a full-time, permanent County Department employee (Departmental
Information Security Officer) to be responsible for coordinating County IT security within
the County Department

Chief Information Officer (CIO)

The Chief Information Office shall ensure the development of countywide County IT
resources policies, standards, and procedures and countywide County IT security
policies, standards, and procedures. These County IT security policies shall include,
without limitation, the appropriate access, use, disclosure, and modification of
County IT resources for internal and external activities (e.g., email and other electronic
communications, and Internet access and use). When approved, these policies shall be
published and made available to all County IT users to ensure their awareness and
compliance.

Chief Information Security Officer (CISO)

The CISO shall report to the CIO and is responsible for the Countywide Information
Security Program. The responsibilities of the CISO include, without limitation, the
following:

e Developing and maintaining the Countywide Information Security Strategic Plan

e Chairing the Information Security Steering Committee (ISSC)
e Providing County IT security-related technical, regulatory, and policy leadership

HOA.1044331.1



Facilitating the implementation of County IT security policies

Coordinating County IT security efforts across organizational boundaries
Leading County IT security training and education efforts

Directing the Countywide Computer Emergency Response Team (CCERT)

County Department IT Management / Departmental Chief Information Officer

The responsibilities of IT management and the departmental chief information officer of
each County Department include, without limitation, the following:

Manage County IT resources within the County Department
Ensure the County Department adheres to countywide County IT security
policies, standards, and procedures and any additional County IT security
policies, standards, and procedures established by the County Department
Ensure the County Department adheres to County IT

standards and procedures approved by the ISSC
Ensure that County IT resources are implemented and configured to meet
County IT security standards and procedures approved
by the ISSC
Ensure that County IT resources are maintained at current critical security patch
levels
Implement IT-based services that adhere to all applicable County IT resources
policies, standards, and procedures and County IT security policies, standards,
and procedures

Departmental Information Security Officer (DISO)

The DISO shall report to the highest level of IT management or to executive
management within the County Department. The responsibilities of the DISO include,
without limitation, the following:

Manage security of County IT resources within the County Department
Assist in the development of County Department IT security policies
Regularly represent the County Department at the ISSC

Lead the Departmental Computer Emergency Response Team (DCERT)
Ensure the County Department is regularly represented at the CCCERT

Report County IT security incidents to the CISO, as required by County IT
security policies, standards, and procedures

County IT Users

HOA.1044331.1



County IT users are responsible for acknowledging and adhering to County IT
resources policies, standards, and procedures and County IT security policies. They
are responsible for

rotection of County IT resources for which they are entrusted; accessing,
using, exposing, disclosing, and modifying County IT resources only as
authorized;;; and a-accessing and using them for their intended purposes
. County IT users are required to sign Acceptable Use Agreement” as a
condition of being granted access to County IT resources. The Acceptable Use
Agreement is set forth in Board of Supervisors Policy No. 6.101 — Use of County
Information Technology Resources.

Information Security Steering Committee (ISSC)

The ISSC is established to be the coordinating body for all County IT security-related
activities and is composed of the DISO (or Assistant DISO), from all County
Departments.

The responsibilities of the ISSC include, without limitation, the following:
e Assisting the CISO in developing, reviewing, and recommending countywide

County IT security policies
e |dentifying and recommending industry best practices for countywide County IT

security
e Developing, reviewing, recommending, and approving countywide County IT
security standards, procedures, and guidelines

e Coordinating communication and collaboration among County Departments on
countywide and County Department IT security issues
e Coordinating countywide County IT security education and awareness

Compliance

County employees who violate this policy may be subject to appropriate disciplinary
action up to and including discharge as well as both civil and criminal penalties. Non-
County employees, including, without limitation, contractors, may be subject to
termination of contractual agreements, denial of access to County IT resources, and
other actions as well as both civil and criminal penalties.

HOA.1044331.1



Policy Exceptions

Requests for exceptions to this Board of Supervisors (Board) policy shall be reviewed
by the CISO and the CIO, and shall require approval by the Board. County Departments
requesting exceptions shall provide such requests to the CIO. The request should
specifically state the scope of the exception along with justification for granting the
exception, the potential impact or risk attendant upon granting the exception, risk
mitigation measures to be undertaken by the County Department, initiatives, actions
and a time frame for achieving the minimum compliance level with the policies set forth
herein. The CIO shall review such requests, confer with the requesting County
Department, and place the matter on the Board's agenda along with a recommendation
for Board action.

RESPONSIBLE DEPARTMENT

Chief Information Office

DATE ISSUED/SUNSET DATE

Issue Date: July 13, 2004 Sunset Date: July 13, 2008
Reissue Date: Sunset Review Date:
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Policy #: Title: Effective Date:

6.101 Use of County Information Technology Resources |07/13/04

PURPOSE

To establish policies for use of County information technology (IT) resources.

REFERENCE

July 13, 2004, Board Order No. 10 — Board of Supervisors — Information Technology
and Security Policies

Board of Supervisors Policy No. 6.100 — Information Technology and Security Policy
Board of Supervisors Policy No. 6.109 — Security Incident Reporting

Board of Supervisors Policy No. 3.040 — General Records Retention and Protection of
Records Containing Personal and Confidential Information

Agreement for Acceptable Use and Confidentiality of County Information Technology
Resources (Acceptable Use Agreement), attached

Comprehensive Computer Data Access and Fraud Act, California Penal Code Section
502

Health Insurance Portability and Accountability Act (HIPAA) of 1996
Health Information Technology for Economic and Clinical Health (HITECH) Act of 2009

California Civil Code Section 1798.29

HOA.1044332.1



POLICY

General
This policy is applicable to all County IT users.

Each County Department shall comply with the County IT security standards and
procedures approved by the Information Security Steering Committee (ISSC) in support
of this policy.

All County IT users shall acknowledge and adhere to County IT resources policies,
standards, and procedures and County IT security policies and shall sign anthe
Acceptable Use Agreement attached to this Board of Supervisors Policy No. 6.101, prior
to being granted access to County IT resources, and annually thereafter.

County IT users cannot expect any right to privacy concerning their activities related to
County IT resources, including, without limitation, in anything they create, store, send,
or_receive using County IT resources. Having no_expectation to any right to privacy
includes, for example, that County IT users' access and use of County IT resources may
be monitored or investigated by authorized persons at any time, without notice or
consent.

Activities of County IT users may be logged/stored, are-may be a public record, and are
subject to audit and review, including, without limitation, periodic unranneunced
monitoring and/or investigation, by authorized persons at any time.

County IT resources shall be accessed and used enby-for County County-management

approved—business purposes that have been approved by designated County
dDepartment _managementenly; unlessexeept expressly authorized by Board of
Supervisors® Policy No. 6.105 — Internet Usage.

County IT resources, may not be used:

e For any unlawful purpose;

e For any purpose detrimental to the County or its interests;

e For personal financial gain;

e In any way that undermines or interferes with access to or use of County IT
resources for official County purposes:;

e In any way that hinders productivity, efficiency, customer _service, or _interferes
with a County IT user’s performance of his/her official job duties;
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e To express or imply sponsorship or endorsement by the County, except as
approved by designated County department management; or

e For personal purpose where activities are for personal enjoyment, private gain or
advantage, or an outside endeavor not related to County business purpose.
Personal purpose does not include the incidental and minimal use of County IT
resources, such as internet usage, for personal purposes, including an
occasional use of the internet.

No County IT user shall intentionally, or through negligence, damage, interfere with the
operation of, or prevent authorized access to County IT resources. It is every County IT
user’s duty to access and use County IT resources responsibly, professionally, ethically,
and lawfully.

The County has the right to administer any and all aspects of County IT resources
access and other use, including, without limitation, the right to monitor Internet,
emailelectronic_communications (e.q., email, text messages, etc.), and data access.
Access to County IT resources is a privilege, which access may be modified or revoked
at any time, without notice or consent.

Monitoring the access to, and use of County IT resources by County IT users must be
approved in accordance with applicable policies and laws on investigations. If any
evidence of violation of this policy is identified, the Auditor-Controller’'s Office of County
Investigations must be notified immediately.

Access Control

Unless specifically authorized by County Department management or policy, access to,
and use of, any County IT resources and any related restricted work areas and facilities
is prohibited.

Access control mechanisms shall be in place to protect against unauthorized access,
use, exposure, disclosure, modification, or destruction of County IT resources.

Access control mechanisms may include, without limitation, hardware, software, storage
media, policy and procedures, and physical security.

Authentication

Access to every County system shall have an appropriate user authentication
mechanism based on the sensitivity and level of risk associated with the information.
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All County systems containing information that requires restricted access shall require
user authentication before access is granted.

County IT users shall not allow others to access a system while it is logged on under
their user sessions. _The only exceptions allowed are when the system cannot be
configured to enforce a log-in, or where the business needs of the County Department
require an alternate login practice for specified functions.

Representing yourself as someone else, real or fictional, or sending information
anonymously is prohibited unless specifically authorized by County Department
management.

County IT users shall be responsible for the integrity of the authentication mechanism
granted to them. _For example, County IT users shall not share their computer
identification codes and other authentication mechanisms (e.g., logon identification (ID),
computer access codes, account codes, passwords, SecurlD cards/tokens, biometric
logons, and smartcards).

Fixed passwords used for most
access authorization, shall be changed at every ninety (90) days.

personal information,

information, or otherwise /

issued by ISSC

Information Integrity

County IT users are responsible for maintaining the integrity of information which is part
of County IT resources. They shall not knowingly or through negligence cause such
information to be modified or corrupted in any way that compromises its accuracy or
prevents authorized access to it.

Accessing County IT Resources Remotely

Remote access to County IT resources by a County IT user shall require approval by

County &D management. Each County IT user shall comply with,
and only use equipment (e.g., County-owned computing device and personally owned
computing device) that complies with, all applicable County IT resources policies,
standards, and procedures, including, without limitation;

° Board of Supervisors Policy No. 6.101;
e Board of Supervisors Policy No. 6.102 — Countywide Antivirus Security Policy;
e Board of Supervisors Policy No. 6.104 — Electronic
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Board of Supervisors Policy No. 6.105 — Internet Usage Policy;

Board of Supervisors Policy No. 6.106 — Physical Security;

Board of Supervisors Policy No. 6.109 — Security Incident Reporting; and

Board of Supervisors Policy No. 6.110 — Protection of Information on Portable
Computing Devices.

Without limiting the foregoing, County IT users who are authorized to remotely access
County IT resources using personally owned computing devices shall ensure that
antivirus_software which is installed and up-to-date, operating system software and
application software which _are up-to-date (e.q., critical updates, security updates, and
service packs), and firewall (i.e., software firewall on the computing device or hardware
firewall) which is installed and up-to-date.

Privacy

Except as expressly authorized by Board of Supervisors Policy No. 6.105 — Internet
Usage, linformation that is accessed using County IT resources shall be used only for
business purposes that have been approved by designated County dDepartment
management. Such information :
and-sshall not be exposed and/or dlsclosed to unauthorlzed |nd|V|duaIs ethe#&

Confidentiality

Unless specifically authorized by designated County Department management-e+peolicy,
sending, disseminating, or otherwise exposing and/or disclosing personal information,
confidential information, and/or other County IT resources (e.q., software code;
business data, documentation, and other information) eenfidential—irformation—or
persenakinfermation-is strictly prohibited_. This includes, without limitation, information
that is preteeted-subject to vrder-HIPAA, the HITECH Act, or any other confidentiality or
privacy legislation.

Definition Reference

As used in this policy, the term “County IT resources” shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 — Information Technology and
Security Policy.

As used in this policy, the term “computing devices” shall have the same meaning as

set forth in Board of Supervisors Policy No. 6.100 — Information Technology and
Security Policy.
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As used in this policy, the term “County IT user” shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.

As used in this policy, the term “County IT security” shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.

As used in this policy, the term “County Department” shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 — Information Technology and
Security Policy.

As used in this policy, the terms "personal information" and "confidential information"
shall have the same meanings as set forth in Board of Supervisors Policy No. 3.040 —
General Records Retention and Protection of Records Containing Personal and
Confidential Information.

Compliance

County employees who violate this policy may be subject to appropriate disciplinary
action up to and including discharge as well as both civil and criminal penalties. Non-
County employees, including, without limitation, contractors, may be subject to
termination of contractual agreements, denial of access to County IT resources, and
other actions as well as both civil and criminal penalties.

Policy Exceptions

Requests for exceptions to this Board of Supervisors (Board) policy shall be reviewed
by the Chief Information Security Officer (CISO) and the Chief Information Officer (Cl10O),
and shall require approval by the Board. County Departments requesting exceptions
shall provide such requests to the CIO. The request should specifically state the scope
of the exception along with justification for granting the exception, the potential impact
or risk attendant upon granting the exception, risk mitigation measures to be undertaken
by the County Department, initiatives, actions and a time frame for achieving the
minimum compliance level with the policies set forth herein. The CIO shall review such
requests, confer with the requesting County Department, and place the matter on the
Board's agenda along with a recommendation for Board action.

RESPONSIBLE DEPARTMENT

Chief Information Office

DATE ISSUED/SUNSET DATE
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Issue Date: July 13, 2004 Sunset Date: July 13, 2008
Reissue Date: Sunset Review Date:
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COUNTY OF LOS ANGELES
AGREEMENT FOR ACCEPTABLE USE
AND
CONFIDENTIALITY OF
COUNTY INFORMATION TECHNOLOGY RESOURCES

ANNUAL

As a County of Los Angeles (County) employee, contractor, subcontractor, volunteer, or other
authorized user of County information technology (IT) resources, | understand that | occupy a
position of trust. I shall use County IT resources for business
purposes dD

shall maintain
the confidentiality of County IT resources (e.g., business information, personal information, and
confidential information).

This Agreement is required by Board of Supervisors Policy No. 6.101 — Use of County
Information Technology Resources, which may be consulted directly at website
http://countypolicy.co.la.ca.us/6.101.htm.

As used in this Agreement, the term “County IT resources" includes, without limitation,
computers, systems, networks, software, and data, documentation and other information, owned,
leased, managed, operated, or maintained by, or in the custody of, the County or non-County
entities for County purposes. The definitions of the terms “County IT resources”, “County 1T
user”, “County IT security incident”, “County Department”, and “computing devices” are fully
set forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security Policy,
which may be consulted directly at website http://countypolicy.co.la.ca.us/6.100.htm. The terms
"personal information™ and "confidential information™ shall have the same meanings as set forth
in Board of Supervisors Policy No. 3.040 — General Records Retention and Protection of Records
Containing Personal and Confidential Information, which may be consulted directly at website
http://countypolicy.co.la.ca.us/3.040.htm.

As a County IT user, I agree to the following:

1. Computer crimes: | am aware of California Penal Code Section 502(c) — Comprehensive
Computer Data Access and Fraud Act (set forth, in part, below). | shall immediately
report to my management any suspected misuse or crimes relating to County IT resources
or otherwise.

2. No Expectation of Privacy: | do not expect any right to privacy concerning my activities
related to County IT resources, including, without limitation, in anything | create, store,
send, or receive using County IT resources. | understand that having no expectation to
any right to privacy includes, for example, that my access and use of County IT resources
may be monitored or investigated by authorized persons at any time, without notice or
consent.

3. Activities related to County IT resources: | understand that my activities related to
County IT resources (e.g., email, instant messaging, blogs, electronic files, County
Internet services, and County systems) may be logged/stored, may be a public record, and
are subject to audit and review, including, without limitation, periodic monitoring and/or
investigation, by authorized persons at any time. | shall not intentionally, or
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through negligence, damage, interfere with the operation of
) prevent authorized access-te,
County IT resources responsibly, professionally, ethically, and

lawfully.

2:4.County IT security incident reporting: | shall notify the County Department’s Help Desk
and/or Departmental Information Security Officer (DISO) as soon as a County IT
security incident is suspected.

3.5. Security access controls: | shall not subvert or bypass any security measure or system
which has been implemented to control or restrict access to County IT resources and any
related restricted work areas and facilities. | shall not share my computer identification
codes and other authentication mechanisms (e.qg., logon identification (ID), computer
access codes, account codes, passwords, SecurlD cards/tokens, biometric logons, and

smartcards).

4.6.Passwords: | shall not keep or maintain any unsecured record of my password(s) to
access County IT resources, whether on paper, in an electronic file, or otherwise. 1 shall
comply with all County and County Department policies relating to passwords. | shall
immediately report to my management any compromise or suspected compromise of my
password(s) and have the password(s) changed immediately.

5.7. Approved-bBusiness purposes:

I shall use County IT resources for

business purposes dD

6—Approved devices: | shall obtain written designated County dDepartmental management
approval that includes, minimally, the Departmental Information Security Officer
(DISO), for any —computing device not owned or provided by the County prior to
accessing and/or storing County IT resources.

8. Remote access: | understand that remote access to County IT resources shall require
approval by dD management. If I am authorized to
remotely access County IT resources, | shall comply with, and only use equipment that
complies with, all applicable County IT resources policies, standards, and procedures,
including, without limitation:

e Board of Supervisors Policy No. 6.101 — Use of County Information Technology
Resources;

e Board of Supervisors Policy No. 6.102 — Countywide Antivirus Security Policy;
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e Board of Supervisors Policy No. 6.104 — Usegf EElectronic Mat{emaib-by-County
EmployeeCommunications;

*  Board of Supervisors Policy No. 6.105 — Internet Usage Policy;

*  Board of Supervisors Policy No. 6.106 — Physical Security;

*  Board of Supervisors Policy No. 6.109 — Security Incident Reporting; and

o Board of Supervisors Policy No. 6.110 — Protection of Information on Portable

Computlnq Dewces &nﬂwms—seiwammmeh—lermsmted—amwe—date—epemnng

9. Confidentiality: 1 shall not aceess;—stere,—ersend, disseminate, or otherwise expose or
disclose to any person or organization, any personal information, confidential
information, and/or other County IT resources (e.g., software code; business data,
documentatlon and other mformatlon—peesenal—daféa—deeemem%en—and—e%her

en), unless

specmcally authorlzed to do S0 by County management ThIS mcludes without
limitation information that is subject to Health Insurance Portability and Accountability

Act of 1996, Health Information Technology for Economic and Clinical Health Act of

2009, or any other confidentiality or privacy legislation.

8:10. Computer virus and other malicious devices: | shall not intentionally introduce
any malicious device (e.g., computer virus, spyware, worm, key logoer, or and-malicious
code), into any County IT resources. | shall not use County IT resources to intentionally
introduce any malicious device into any County IT resources or any non-County IT
systems or networks. | shall not disable, modify, or delete computer security software
(e.g., antivirus software, antispyware software, firewall software, and host intrusion
prevention software) on County IT resources. | shall notify the County Department’s
Help Desk and/or DISO as soon as any item of County IT resources is suspected of being
compromised by a malicious device.

911, Offensive materials: | shall not access, create, or distribute (e.g., via email) any
offensive materials (e.g., text or images which are sexually explicit, racial, harmful, or
insensitive) on County IT resources (e.g., over County-owned, leased, managed,
operated, or maintained local or wide area networks; over the Internet; and over private
networks), unless it-is-in-the-perfermance-ofauthorized to do so as a part of my assigned
job duties (e.g., law enforcement). | shall report to my management any offensive
materials observed or received by me on County IT resources.

16:12. Internet: 1 understand that the Internet is public and uncensored and contains
many sites that may be considered offensive in both text and images. Except as expressly
authorized by Board of Supervisors Policy No. 6.105 — Internet Usage, | shall use County
Internet services only for Ceunty—management—approved-business purposes that have
been approved by designated County Department management enby—(e.g., as a research
tool or for email communication). 4l understand that my use of the County Internet
services may be logged/stored, may be a public record, and are subject to audit and
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review, including, without limitation, periodic _monitoring and/or investigation, by
authorized persons at any time. 1 shall comply with all County Internet use policies,
standards, and procedures. | understand that County Internet services may be filtered, but
in my use of them, I may be exposed to offensive materials. | agree to hold County
harmless from and against any and all liability and expense should | be inadvertently
exposed to such offensive materials.

1113, Electronic Communications-and-ether-informationmail-and-otherinformation: |
understand that County electronic communications (e.q., email, text messages, etc.)
created, sent, and/or stored using County electronic communications
systems/applications/services are the property of the County. All such —and—other
information—in—either—electronic—or—other—forms,—electronic_communications may be
logged/stored, may be are-a public record, and are subject to audit and review, including,
without limitation, periodic #ranrneunced-monitoring and/or investigation, by authorized
persons at any time, without notice or consent. | shall comply with all County electronic
communications emat-use policies, standards, and procedures and use proper business
etiquette when communicating over emai—County electronic communications
systems/applications/services.

13.14. Public forums: Unless | am specifically authorized to do so by designated

County Department management as a part of my job function, | shall not use County IT
resources to create, exchange, publish, distribute, or disclose in public forums (e.g., blog
postings, bulletin boards, chat rooms, Twitter, Facebook, MySpace, and other social
networking services) any information (e.g., personal information, confidential
information, political lobbying, religious promotion, and opinions) not specifically
approved by designated County Department management.

14.15. Internet storage sites: | shall not store County information on any Internet
storage site without prior written approval by designated County Department
management.

15.16. Copyrighted and other proprietary materials: 1 shall not copy or otherwise use
any copyrighted or other proprietary County |T resources materials—(e.g., licensed
software and documentation, and data), except as permitted by the applicable license
agreement and approved by designated County Department management. | shall not use
County IT resources to infringe on copyrighted material.

16:17. Compliance with County ordinances, rules, regulations, policies, procedures,
guidelines, directives, and agreements: | shall comply with all applicable County
ordinances, rules, regulations, policies, procedures, guidelines, directives, and agreements
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relating to County IT resources. These include, without limitation, Board of Supervisors
Policy No. 6.100 — Information Technology and Security Policy, Board of Supervisors
Policy No. 6.101 — Use of County Information Technology Resources, and Board of
Supervisors Policy No. 3.040 — General Records Retention and Protection of Records
Containing Personal and Confidential Information.

17#18. Disciplinary action and other actions and penalties for non-compliance: |
understand that my non-compliance with any provision of this Agreement may result in
disciplinary action and other actions (e.g., suspension, discharge, denial of access, and
termination of contracts) as well as both civil and criminal penalties and that County may
seek all possible legal redress.

CALIFORNIA PENAL CODE SECTION 502(c)
"COMPREHENSIVE COMPUTER DATA ACCESS AND FRAUD ACT"

Below is a section of the "Comprehensive Computer Data Access and Fraud Act" as it
pertains specifically to this Agreement. California Penal Code Section 502(c) is
incorporated in its entirety into this Agreement by reference, and all provisions of Penal
Code Section 502(c) shall apply. For a complete copy, consult the Penal Code directly at
website www.leginfo.ca.gov/.

502(c) Any person who commits any of the following acts is guilty of a public offense:

(1) Knowingly accesses and without permission alters, damages, deletes,
destroys, or otherwise uses any data, computer, computer system, or
computer network in order to either (A) devise or execute any scheme or
artifice to defraud, deceive, or extort, or (B) wrongfully control or obtain
money, property, or data.

(2) Knowingly accesses and without permission takes, copies, or makes use of
any data from a computer, computer system, or computer network, or takes
or copies any supporting documentation, whether existing or residing internal
or external to a computer, computer system, or computer network.

(3) Knowingly and without permission uses or causes to be used computer
services.

(4) Knowingly accesses and without permission adds, alters, damages, deletes,
or destroys any data, computer software, or computer programs which reside
or exist internal or external to a computer, computer system, or computer
network.

(5) Knowingly and without permission disrupts or causes the disruption of
computer services or denies or causes the denial of computer services to an
authorized user of a computer, computer system, or computer network.

(6) Knowingly and without permission provides or assists in providing a means

of accessing a computer, computer system, or computer network in violation
of this section.
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(7) Knowingly and without permission accesses or causes to be accessed any
computer, computer system, or computer network.

(8) Knowingly introduces any computer contaminant into any computer,
computer system, or computer network.

(9) Knowingly and without permission uses the Internet domain name of another
individual, corporation, or entity in connection with the sending of one or
more electronic mail messages, and thereby damages or causes damage to a
computer, computer system, or computer network.

| HAVE READ AND UNDERSTAND THE ABOVE AGREEMENT:

County IT User’s Name County IT User’s Signature
County IT User’s Employee/ID Number Date

Manager’s Name Manager’s Signature
Manager’s Title Date
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AR Los Mngeles County
N7 BOARD OF SUPERVISORS POLICY MANUAL

Policy #: Title: Effective Date:

6.102 Countywide Antivirus Security Policy 07/13/04

PURPOSE

To establish an antivirus security policy for the protection of all County information
technology (IT) resources.

REFERENCE

July 13, 2004, Board Order No. 10 — Board of Supervisors — Information Technology
and Security Policies

Board of Supervisors Policy No. 6.100 — Information Technology and Security Policy

Board of Supervisors Policy No. 6.101 — Use of County Information Technology
Resources, including Agreement for Acceptable Use and Confidentiality of County
Information Technology Resources (Acceptable Use Agreement), attached thereto
Board of Supervisors Policy No. 6.109 — Security Incident Reporting

POLICY

This policy is applicable to all County IT users.

Each County Department shall comply with the County IT security standards and
procedures approved by the Information Security Steering Committee (ISSC) in support
of this policy.

Each County Department shall provide County-approved real-time virus protection for
all County hardware/software environments to mitigate risk to County IT resources.

Antivirus software shall be configured to actively scan all files received by a computing
device.



Each County Department shall ensure that computer security software (e.g., antivirus
software, antispyware software, firewall software, and host intrusion prevention
software) is updated when a new detection definition file, detection engine, software
update (e.g., service packs and upgrades), and/or software version release, as
applicable, is available, and when hardware/software compatibility is confirmed.

Each County Department that maintains direct Internet access shall implement an
antivirus system to scan Internet web pages, emails, and File Transfer Protocol (FTP)
downloads.

Each County Department shall comply with the requirements of the Countywide
Computer Emergency Response Team (CCERT) policy in the notification of County IT
security incidents.

Only authorized personnel shall make changes to the antivirus software configurations
as required.

Remote access to County IT resources by a County IT user shall require approval by
designated County Department management. The County IT user shall comply with,
and only use equipment (e.g., County-owned computing device and personally owned
computing device) that complies with, all applicable County IT resources policies,
standards, and procedures, including, without limitation;

e Board of Supervisors Policy No. 6.101;

e Inclusion of this Board of Supervisors Policy No. 6.102 — Countywide Antivirus
Security Policy;

e Board of Supervisors Policy No. 6.104 —Electronic Communications:

e Board of Supervisors Policy No. 6.105 — Internet Usage Policy;

e Board of Supervisors Policy No. 6.106 — Physical Security;

e Board of Supervisors Policy No. 6.109 — Security Incident Reporting; and

e Board of Supervisors Policy No. 6.110 — Protection of Information on Portable
Computing Devices.

;Without limiting the foregoing, County IT users who are authorized to remotely access
County IT resources using personally owned computing devices shall ensure that
antivirus software which-is installed and up-to-date, operating system software and
application software which are up-to-date (e.g., critical updates, security updates, and
service packs), and firewall (i.e., software firewall on the computing device or hardware
firewall) whieh-is installed and up-to-date.




County employees and other persons are prohibited from intentionally introducing any
malicious device (e.g., computer virus, spyware, worm, and malicious code), into any
County IT resources. Further, County employees and other persons are prohibited
from using County IT resources to intentionally introduce any malicious device into any
County IT resources or any non-County IT systems or networks.

County employees and other persons are prohibited from disabling, modifying, or
deleting computer security software (e.g., antivirus software, antispyware software,
firewall software, and host intrusion prevention software) on County IT resources.

Each County IT user is responsible for notifying the County Department’s Help Desk
and/or Departmental Information Security Officer (DISO) as soon as any item of County
IT resources is suspected of being compromised by a malicious device.

Definition Reference

As used in this policy, the term “County IT resources” shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.



As used in this policy, the term “computing devices” shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.

As used in this policy, the term “County IT user” shall have the same meaning as set forth
in Board of Supervisors Policy No. 6.100 — Information Technology and Security Policy.

As used in this policy, the term “County IT security” shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.

As used in this policy, the term “County IT security incident” shall have the same meaning
as set forth in Board of Supervisors Policy No. 6.100 — Information Technology and
Security Policy.

As used in this policy, the term “County Department” shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.

Compliance

County employees who violate this policy may be subject to appropriate disciplinary action
up to and including discharge as well as both civil and criminal penalties. Non-County
employees, including, without limitation, contractors, may be subject to termination of
contractual agreements, denial of access to County IT resources, and other actions as
well as both civil and criminal penalties.

Policy Exceptions

Requests for exceptions to this Board of Supervisors (Board) policy shall be reviewed by
the Chief Information Security Officer (CISO) and the Chief Information Officer (CIO), and
shall require approval by the Board. County Departments requesting exceptions shall
provide such requests to the CIO. The request should specifically state the scope of the
exception along with justification for granting the exception, the potential impact or risk
attendant upon granting the exception, risk mitigation measures to be undertaken by the
County Department, initiatives, actions and a time frame for achieving the minimum
compliance level with the policies set forth herein. The CIO shall review such requests,
confer with the requesting County Department, and place the matter on the Board's
agenda along with a recommendation for Board action.

RESPONSIBLE DEPARTMENT

Chief Information Office



DATE ISSUED/SUNSET DATE

Issue Date: July 13, 2004 Sunset Date: July 13, 2008
Reissue Date: Sunset Review Date:



A Los Angeles County
S BOARD OF SUPERVISORS POLICY AANUAL

Policy #: Title: Effective Date:

6.103 Countywide Computer Security Threat Responses 07/13/04

PURPOSE

The purpose of this policy is to define the County’s responsibility in responding to
security threats affecting the confidentiality, integrity, and/or availability of County
information technology (IT) resources.

REFERENCE

July 13, 2004, Board Order No. 10 — Board of Supervisors — Information Technology
and Security Policies

Board of Supervisors Policy No. 6.100 — Information Technology and Security Policy
Board of Supervisors Policy No. 6.101 — Use of County Information Technology
Resources, including Agreement for Acceptable Use and Confidentiality of County

Information Technology Resources (Acceptable Use Agreement), attached thereto

Board of Supervisors Policy No. 6.109 — Security Incident Reporting

POLICY

Each County Department shall comply with the County IT security standards and
procedures approved by the Information Security Steering Committee (ISSC) in support
of this policy.

The County shall establish a Countywide Computer Emergency Response Team
(CCERT). The CCERT shall be led by the Chief Information Security Officer (CISO) and
shall consist of representatives from all County Departments. CCERT shall
communicate security information, guidelines for notification processes, identify
potential security risks, and coordinate responses to thwart, mitigate, or eliminate
security threats to County IT resources.



Upon the activation of CCERT by the CISO, all Departmental Information Security
Officers (DISOs), Assistant DISOs, and other CCERT representatives shall report
directly to the CISO for the duration of the CCERT activation.

Each County Department shall establish a Departmental Computer Emergency
Response Team (DCERT) that is led by the DISO and has the responsibility for
responding to and/or coordinating the response to security threats to County IT
resources within the County Department. Representatives from each DCERT shall also
be active participants in CCERT.

Upon the activation of a County Department's DCERT by the DISO, all DCERT
representatives shall report directly to the DISO for the duration of the DCERT
activation.

Each County Department shall establish and implement Departmental Computer
Emergency Response Procedures. The DCERT shall inform the CCERT, as early as
possible, of security threats to County IT resources.

Each County Department shall develop a notification process, to ensure management
notification within the County Department and to the CCERT, in response to County IT
security incidents.

The CCERT and DCERTSs have the responsibility to take necessary corrective action to
remediate County IT security incidents.

Each County Department shall provide CCERT with contact information, including,
without limitation, after-hours, for its primary and secondary CCERT representatives
(e.g., DISO and Assistant DISO), and immediately notify CCERT of any changes to that
information. Each County Department shall maintain current contact information for all
personnel who are important for the response to security threats to County IT resources
and/or the remediation of County IT security incidents.

Each County Department shall provide its primary and secondary CCERT
representatives with adequate portable communication devices (e.g., cell phone and

pager).

In instances where violation of any law may have occurred, proper notifications shall be
made in accordance with County policies.



Definition Reference

As used in this policy, the term “County IT resources” shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 — Information Technology and
Security Policy.

As used in this policy, the term “County IT security” shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.

As used in this policy, the term “County IT security incident” shall have the same
meaning as set forth in Board of Supervisors Policy No. 6.100 — Information Technology
and Security Policy.

As used in this policy, the term “County Department” shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 — Information Technology and
Security Policy.

Compliance

County employees who violate this policy may be subject to appropriate disciplinary
action up to and including discharge as well as both civil and criminal penalties. Non-
County employees, including, without limitation, contractors, may be subject to
termination of contractual agreements, denial of access to County IT resources, and
other actions as well as both civil and criminal penalties.

Policy Exceptions

Requests for exceptions to this Board of Supervisors (Board) policy shall be reviewed
by the CISO and the Chief Information Officer (CIO), and shall require approval by the
Board. County Departments requesting exceptions shall provide such requests to the
CIO. The request should specifically state the scope of the exception along with
justification for granting the exception, the potential impact or risk attendant upon
granting the exception, risk mitigation measures to be undertaken by the County
Department, initiatives, actions and a time frame for achieving the minimum compliance
level with the policies set forth herein. The CIO shall review such requests, confer with
the requesting County Department, and place the matter on the Board's agenda along
with a recommendation for Board action.

RESPONSIBLE DEPARTMENT

Chief Information Office



DATE ISSUED/SUNSET DATE

Issue Date: July 13, 2004 Sunset Date: July 13, 2008
Reissue Date: Sunset Review Date:



fos Angeles County
Eﬂd@ OF SUPERVISORS POLICY MANUAL

Policy #: Title: Effective Date:
6.104 Use of Electronic Mail (email) by County 07/13/04
EmployeesCommunications
PURPOSE

To ensure that access and use of all emai-County electronic communications (e.q.,
electronic_mail, instant messaging, etc.) usirg—County—information—technology—({H
reseurcessystems/ services are in accordance with County IT resources
policies, County IT security policies,

and applicable law. This policy also requires that County emat-electronic
communications _systems/ services shall be secured to prevent
unauthorized access, to prevent unintended loss or malicious destruction of data and
other information, and to provide for the integrity and availability of such
systems/ services.

REFERENCE

July 13, 2004, Board Order No. 10 — Board of Supervisors — Information Technology
and Security Policies

Board of Supervisors Policy No. 6.100 — Information Technology and Security Policy
Board of Supervisors Policy No. 6.101 — Use of County Information Technology
Resources, including Agreement for Acceptable Use and Confidentiality of County
Information Technology Resources (Acceptable Use Agreement), attached thereto

Board of Supervisors Policy No. 6.109 — Security Incident Reporting

Board of Supervisors Policy No. 3.040 — General Records Retention and Protection of
Records Containing Personal and Confidential Information

Health Insurance Portability and Accountability Act (HIPAA) of 1996

Health Information Technology for Economic and Clinical Health (HITECH) Act of
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2009

California Civil Code Section 1798.29

POLICY

This policy is applicable to all County IT users.

Each County Department shall comply with the County IT security standards and
procedures approved by the Information Security Steering Committee (ISSC) in support
of this policy.

Email-Electronic communications systems/applications/services (e.q., electronic mail,
instant messaging, etc.) areis provided as a County IT resource for conducting County
business.

The County has the right to administer any and all aspects of access to, and use of,
County emat—electronic_communications systems/applications/services. Access to
County email-electronic_communications systems/applications/services is a privilege,
which access may be mOdIerd or revoked at any tlme Wlthout notice or consent—tha{

County IT users cannot expect any right to privacy when using County electronic

communications _systems/applications/services. Having no _expectation to any right to
privacy includes, for example, that County IT users' access to, and use of, County
electronic __communications _systems/applications/services may be monitored or
investigated by authorized persons at any time, without notice or consent, or produced
as a subject to discovery.

All email-communications-using-County-Hreseurceselectronic communications created,

sent, and/or stored using County electronic communications
systems/applications/services are the property of the County. All email-such electronic
communications using-CeuntyHFreseurces-may be logged/stored, are-may be a public
record, and are subject to audit, and-review, and discovery including, without limitation,
periodic ynanneuneed-monitoring and/or investigation, by authorized persons at any

time_as directed by de5|gnated County DeQartment management County IT users

Monitoring the access to, and use of County IT resources by County IT users must be
approved in accordance with applicable policies and laws on investigations. If any
evidence of violation of this policy is identified, the Auditor-Controller’'s Office of County
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Investigations must be notified immediately.

County IT users shall use proper business etiguette when communicating over County

electronic communications systems/applications/services.

County Departments shall take appropriate steps to protect all County emai-electronic
communication systems/applications/services from various types of security threats.

All emai—electronic communications created, sent, and/or stored using County

electronic_communications systems/applications/services usirg—County——resodrees

shall be retained in compliance with applicable Board of Supervisors policies,
departmental policies, and legal requirements, but retention shall be minimized to
conserve County IT resources and prevent risk of unauthorized_exposure and/or
disclosure.

Unless specifically authorized by designated County Department management or policy,
sending, disseminating, or otherwise disclosing confidential information or personal
information, is strictly prohibited. This includes, without limitation, information that is
protected under HIPAA, HITECH Act, or any other confidentiality or privacy legislation.

Encryption_use for -ef-email communications (e.0., create, send, store) d.sentand/or
stored—using County electronic _communications systems/applications/services usig
County—F—reseureces—may be appropriate_when communicating externally to the
County’'s network, or required in some instances, to secure the contents of email
electronic communications.

Definition Reference

As used in this policy, the term “County IT resources” shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 — Information Technology and
Security Policy.

As used in this policy, the term “County IT user” shall have the same meaning as set

forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.

HOA.1027006.2



As used in this policy, the term “County IT security” shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.

As used in this policy, the term “County Department” shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 — Information Technology and
Security Policy.

As used in this policy, the terms "personal information” and "confidential information”
shall have the same meanings as set forth in Board of Supervisors Policy No. 3.040 —
General Records Retention and Protection of Records Containing Personal and
Confidential Information.

Compliance

County employees who violate this policy may be subject to appropriate disciplinary
action up to and including discharge as well as both civil and criminal penalties. Non-
County employees, including, without limitation, contractors, may be subject to
termination of contractual agreements, denial of access to County IT resources, and
other actions as well as both civil and criminal penalties.

Policy Exceptions

Requests for exceptions to this Board of Supervisors (Board) policy shall be reviewed
by the Chief Information Security Officer (CISO) and the Chief Information Officer (CI1O),
and shall require approval by the Board. County Departments requesting exceptions
shall provide such requests to the CIO. The request should specifically state the scope
of the exception along with justification for granting the exception, the potential impact
or risk attendant upon granting the exception, risk mitigation measures to be undertaken
by the County Department, initiatives, actions and a time frame for achieving the
minimum compliance level with the policies set forth herein. The CIO shall review such
requests, confer with the requesting County Department, and place the matter on the
Board's agenda along with a recommendation for Board action.

RESPONSIBLE DEPARTMENT

Chief Information Office

DATE ISSUED/SUNSET DATE

HOA.1027006.2



Issue Date: July 13, 2004 Sunset Date: July 13, 2008
Reissue Date: Sunset Review Date:

HOA.1027006.2



A Los Angeles County
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Policy #: Title: Effective Date:

6.105 Internet Usage Policy 07/13/04

PURPOSE

To establish a County information technology (IT) security policy for acceptable use of
the Internet utilizing County IT resources.

REFERENCE

July 13, 2004, Board Order No. 10 — Board of Supervisors — Information Technology
and Security Policies

Board of Supervisors Policy No. 6.100 — Information Technology and Security Policy
Board of Supervisors Policy No. 6.101 — Use of County Information Technology
Resources, including Agreement for Acceptable Use and Confidentiality of County
Information Technology Resources (Acceptable Use Agreement), attached thereto

Board of Supervisors Policy No. 6.109 — Security Incident Reporting

Board of Supervisors Policy No. 3.040 — General Records Retention and Protection of
Records Containing Personal and Confidential Information

Health Insurance Portability and Accountability Act (HIPAA) of 1996

Health Information Technology for Economic and Clinical Health (HITECH) Act of
2009

California Civil Code Section 1798.29




POLICY

This policy is applicable to all County IT users.

Each County Department shall comply with the County IT security standards and
procedures approved by the Information Security Steering Committee (ISSC) in support
of this policy.

County Internet services are provided as a County IT resource for conducting County
business purposes. Any any-other use must be minimal or incidental and may not be a
use which is substantial enough to result in a gain or advantage to the user or a loss to
the County for which a monetary value may be estimated. County IT resources,
mcludmg—wﬁheu{—hm#aﬂen— W|thout limitation County Internet services, shau—be

puppeses—emy—when—mav not be usedm—eemplanee—m%h—the—feﬂewmq—en&ena—when—the

For any unlawful purpose;

For any purpose detrimental to the County or its interests:

For personal financial gain:;

In any way that Must-in-re-waybe-nretyundermines inany-way-or interferes with

the-access to or use of County IT resources for official County purposes:

e In _any way that Mustbo-—net-hhinders m—any-—way—productivity, efficiency, or
customer service, or interferes m—any-way-with a County IT user’s obligationto
performance of thei-his/her official job duties; erin-a-timely-manner

e To Neithereexpresses nor impliesy sponsorship or endorsement by the County,
except as approved by designated County department management; or:

e For personal purpose where activities are for persenal—enjoyment—private

benefitgain or advantage, or an outside endeavor not related to County business

purpose. Personal purpose does not include the incidental and minimal use of

COUHIV IT resources such as occasmnal internet usaqe for personal DUI’DOSGS i

Unless specifically authorized by County Bepartment-management-er—peliey, sending,
disseminating, or otherwise exposing and/or disclosing any non-public County

resoureesinformation er—intellectual preperty—(e.q., software program code:; business
data, documentation; and-or other information; personal data, documentation and—or
other—related information; and—any confidential, leqislative, or privileged—or-sensitive

data, documentation, and other information) eenfidential—information—or—personal




irfermation—is striethy—prohibited_in accordance with Board of Supervisors Policy No.
3.040 (see Reference section). This includes, without limitation, information that-is
protected from disclosure under HIPAA, the HITECH Act, or any applicable information
other-confidentiality or privacy policy or legislatienilegislation.aw-

NExcept as expressly authorized below in this Board of Supervisors Policy No. 6.105,
no County IT user shall access or use County IT resources to create, exchange,
publish, or distribute in public forums (e.q., blog postings, bulletin boards, chat rooms,
Twitter, Facebook, MySpace, and other social _networking services) any information
(e.q., personal information, confidential information, political lobbying, religious
promotion, and opinions) not specifically approved by designated County Department
management.

County Departments may adopt and implement departmental policies and procedures
for authorizing one or more specified individuals, as a part of each such individual's
assigned job function, to use County IT resources to create, exchange, publish, or
distribute in _public forums (e.q., blog postings, bulletin boards, chat rooms, Twitter,
Facebook, MySpace—and other social networking services) information on behalf of the
County Department that is not specifically approved by designated County Department
management. Such departmental policies and procedures shall, at a minimum:m;

a) {a)y+Require all information created, exchanged, published, or distributed
otherwise to be in _compliance with all applicable aspects of countywide
County IT resources policies, standards, and procedures and countywide
County IT security policies, standards, and procedures, as well as any
additional policies, standards, and procedures established by the County

Department;

{b) BYrRequire the County Department to designate management to reqularly
monitor —the information created, exchanged, published, or distributed in
public forums by the specified individual(s); and

{c) ¥*Require the County Department as quickly as practicable to address
instances in which the specified individual(s) do not comply with the
departmental policies and procedures.

No County IT user shall store County information on any Internet storage site without
prior written approval by designated County Department management.

No County IT GCeuntyt+user of County Internet services shall intentionally or through
negligence damage, interfere with the operation of, or prevent authorized access to
County IT resources.

County IT users must obtain designated County Department management approval to

Ause ecess-te-County Internet services-shallreguire-approval-by-County-management.
CountyHTusAuthorized users authorized-to-access-County-Internet services-shal-must




not share their credentials, usernames, passwords, or allow another person to access
County Internet services using their account.

Access to County Internet services is provided, as needed, to-a-persen-at the discretion
of each County Department;. Access to County Internet services is a privilege, which
access may —and-aecess—may-be modified or revoked at any time, without notice or
consent by designated County Department management.

County IT users cannot expect any right to privacy when using County Internet services.
Having no _expectation to any right to privacy includes, for example, that County IT
users' access to, and use of, County Internet services may be monitored or investigated
by authorized persons at any time, without notice or consent.

The County has the right to administer any and all aspects of access to, and use of,
County Internet services, including, without limitation, monitoring sites visited by County
IT users on the Internet, monitoring email sites, chat groups and newsgroups, reviewing
materials-data_downloaded from or uploaded to the Internet by County IT users, and
limiting access only to those sites required to conduct County business.

Monitoring and/erinvestigating-the access to, and use of; County IT resources by

County IT users shall-require—approval-by-Coeuntymanagementmust be approved by
management—and-—conducted—in_accordance with applicable policies and laws on
investiqations If anv evidence of V|olat|on of this policyabuse is identified, netice-shall

. the Auditor-Controller’'s Office of

The following are examples of inappropriate access or use of County IT resources,

including without limitation County Internet services. This is not a comprehensive list of

all possible violations—are—examples—enly—and-are—not-intended-totimitthe—scope—of
Solopnconecolc s s a e ne

e Downloading, accessing, storing, displaying or distributing software, unless
unless approved by designated County Department Ceunty-management

e Downloading, accessing, storing, displaying, viewing or distributing material (e.q.,
movies, music, software, and books) in violation of copyright laws {e-g-—mevies;
musicsoftware—and-books)

e Downloading, accessing, storing, displaying, viewing or distributing pornography
or other sexually explicit materials

. itios 1 Il | I iolati ‘|
o Posting—ertransmitting—Soliciting participation in, or advertising scams (e.g.,

spamming, pyramid schemes, and “make-money-fast” schemes) to others




e Posting or transmitting any-message-ormaterial-which-is-libelous, e+defamatory,

fraudulent, or confidential information

o Running-Operating a private business or web site

e Posting or transmitting to unauthorized persons any material deemed to be
confidential, infermatior—er—personal, or otherwise protected from disclosure
o .

e Participating in partisan political activities

e Attempting an-unauthorized access to the account of another person or group on
the Internet, or attempting to penetrate—beyond-—circumvent County security
measures, or security measures taken by others connected to the Internet,
regardless of whether or not such intrusien-attempts are successful or results in
corruption or loss of data or other information (e.qg., password stealing, phishing,

or whaling.

e Knowingly or carelessly distributing malicious code to or from County IT
resources

Accessing, creating, or distributing (e.q., via email) any offensive materials (e.q.,
text or images which are sexually explicit, racial, harmful, or insensitive) on
County IT resources (e.q., over County-owned, leased, managed, operated, or
maintained local or wide area networks: over the Internet; and over private
networks), unless authorized to do so as a part of such County IT user's
assigned job function (e.q., law enforcement).

Definition Reference

As used in this policy, the term “County IT resources” shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 — Information Technology and
Security Policy.

As used in this policy, the term “County IT user” shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.

As used in this policy, the term “County IT security” shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.

As used in this policy, the term “County Department” shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 — Information Technology and
Security Policy.

As used in this policy, the terms "personal information” and "confidential information”
shall have the same meanings as set forth in Board of Supervisors Policy No. 3.040 —
General Records Retention and Protection of Records Containing Personal and
Confidential Information.



Compliance

County employees who violate this policy may be subject to appropriate disciplinary
action, up to and including discharge, as well as both civil and criminal penalties. Non-
County employees, including, without limitation, contractors, may be subject to
termination of contractual agreements, denial of access to County IT resources, and
other actions as well as both civil and criminal penalties.

Policy Exceptions

Requests for exceptions to this Board of Supervisors (Board) policy shall be reviewed
by the Chief Information Security Officer (CISO) and the Chief Information Officer (CI1O),
and shall require approval by the Board._ County Departments requesting exceptions
shall provide such requests to the CIO. The request should specifically state the scope
of the exception along with justification for granting the exception, the potential impact
or risk attendant upon granting the exception, risk mitigation measures to be undertaken
by the County Department, initiatives, actions and a time frame for achieving the
minimum compliance level with the policies set forth herein. The CIO shall review such
requests, confer with the requesting County Department, and place the matter on the
Board's agenda along with a recommendation for Board action.

RESPONSIBLE DEPARTMENT

Chief Information Office

DATE ISSUED/SUNSET DATE

Issue Date: July 13, 2004 Sunset Date: July 13, 2008
Reissue Date: Sunset Review Date:
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Policy #: Title: Effective Date:

6.106 Physical Security 07/13/04

PURPOSE

To establish a County information technology (IT) security policy to ensure that County IT
resources are protected by physical security measures that prevent physical tampering,
damage, theft, or unauthorized physical access.

REFERENCE

July 13, 2004, Board Order No. 10 — Board of Supervisors — Information Technology and
Security Policies

Board of Supervisors Policy No. 6.100 — Information Technology and Security Policy

Board of Supervisors Policy No. 6.101 — Use of County Information Technology Resources,
including Agreement for Acceptable Use and Confidentiality of County Information
Technology Resources (Acceptable Use Agreement), attached thereto

Board of Supervisors Policy No. 6.109 — Security Incident Reporting

Board of Supervisors Policy No. 3.040 — General Records Retention and Protection of
Records Containing Personal and Confidential Information

POLICY

This policy is applicable to all County IT users.

Each County Department shall comply with the County IT security standards and
procedures approved by the Information Security Steering Committee (ISSC) in
support of this policy.

Facility Security Plan

Each County Department is required to have a Facility Security Plan which shall
include, without limitation, measures to safeguard County IT resources. The plan shall



describe ways in which all County IT resources shall be protected from, without
limitation, physical tampering, damage, theft, or unauthorized physical access.

Proper Identification

Access to areas containing confidential information or personal information shall be
physically restricted. Each person in these areas shall wear an identification badge on
outer garments, so that both the picture and information on the badge are clearly
visible.

Access to Restricted IT Areas

Restricted IT areas include, without limitation, data centers, computer rooms,
telephone closets, network router and hub rooms, voicemail system rooms, and similar
areas containing County IT resources. All access to these areas shall require
authorization by County management and shall be appropriately restricted.

Physical Security Controls

A County IT user is considered a custodian for the particular assigned County IT
resources. If an item is damaged, lost, stolen, borrowed, or otherwise unavailable for
normal business activities, a custodian shall promptly inform the involved County
Department manager.

County IT resources containing confidential information or personal information
located in unsecured areas shall be secured to prevent physical tampering, damage,
theft, or unauthorized physical access.

If feasible, County IT resources owned by County shall be marked with some form of
identification that clearly indicates it is the property of the County of Los Angeles.

Each County IT user is responsible for notifying the County Department’s Help Desk
and/or Departmental Information Security Officer (DISO) as soon as a County IT
security incident is suspected.

Definition Reference

As used in this policy, the term “County IT resources” shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.

As used in this policy, the term “County IT user” shall have the same meaning as set forth
in Board of Supervisors Policy No. 6.100 — Information Technology and Security Policy.

As used in this policy, the term “County IT security” shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.



As used in this policy, the term “County IT security incident” shall have the same meaning
as set forth in Board of Supervisors Policy No. 6.100 — Information Technology and
Security Policy.

As used in this policy, the term “County Department” shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.

As used in this policy, the terms "personal information” and "confidential information” shall
have the same meanings as set forth in Board of Supervisors Policy No. 3.040 — General
Records Retention and Protection of Records Containing Personal and Confidential
Information.

Compliance

County employees who violate this policy may be subject to appropriate disciplinary action
up to and including discharge as well as both civil and criminal penalties. Non-County
employees, including, without limitation, contractors, may be subject to termination of
contractual agreements, denial of access to County IT resources, and other actions as well
as both civil and criminal penalties.

Policy Exceptions

Requests for exceptions to this Board of Supervisors (Board) policy shall be reviewed by
the Chief Information Security Officer (CISO) and the Chief Information Officer (ClO), and
shall require approval by the Board. County Departments requesting exceptions shall
provide such requests to the CIO. The request should specifically state the scope of the
exception along with justification for granting the exception, the potential impact or risk
attendant upon granting the exception, risk mitigation measures to be undertaken by the
County Department, initiatives, actions and a time frame for achieving the minimum
compliance level with the policies set forth herein. The CIO shall review such requests,
confer with the requesting County Department, and place the matter on the Board's agenda
along with a recommendation for Board action.

RESPONSIBLE DEPARTMENT

Chief Information Office

DATE ISSUED/SUNSET DATE

Issue Date: July 13, 2004 Sunset Date: July 13, 2008
Reissue Date: Sunset Review Date:
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Policy #: Title: Effective Date:
6.107 Information Technology Risk Assessment 07/13/04
PURPOSE

To ensure the performance of periodic information technology (IT) risk assessments of
County Departments for the purpose of identifying security threats to, and security
vulnerabilities within, County IT resources and initiating appropriate remediation.

REFERENCE

July 13, 2004, Board Order No. 10 — Board of Supervisors — Information Technology and
Security Policies

Board of Supervisors Policy No. 6.100 — Information Technology and Security Policy

Board of Supervisors Policy No. 6.101 — Use of County Information Technology Resources,
including Agreement for Acceptable Use and Confidentiality of County Information
Technology Resources (Acceptable Use Agreement), attached thereto

POLICY

Each County Department shall comply with the County IT security standards and
procedures approved by the Information Security Steering Committee (ISSC) in support
of this policy.

Each County Department shall periodically conduct and document an IT risk
assessment in accordance with Auditor-Controller (A-C) requirements, which are
included in the annual/biennial A-C Internal Control Certification Program (ICCP)
procedures.

IT risk assessments are mandatory and encompass information gathering, analysis,



and determination of security vulnerabilities within the County IT resources, including,
without limitation, hardware and software environments, and IT business practices.

IT risk assessments are necessary to analyze and mitigate security threats to the
County IT resources, which may come from any source, including, without limitation,
natural disasters, disgruntled County employees, hackers, the Internet, and equipment
or service malfunction or breakdown.

IT risk assessments shall be conducted on all County IT resources, including, without
limitation, applications, servers, networks, and any process or procedure by which the
County IT resources are utilized and maintained. IT risk assessments shall also be
performed on each facility that houses County IT resources.

An IT risk assessment program

shall include, without limitation, an inventory of County
IT resources; review of County IT resources policies, standards, and procedures;
review of County IT security policies, standards, and procedures; assessments and
prioritization of security threats to, and security vulnerabilities within, County IT
resources; and implementation of safeguards to mitigate identified security threats to,
and security vulnerabilities within, County IT resources.

Definition Reference

As used in this policy, the term “County IT resources” shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.

As used in this policy, the term “County IT security” shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.

As used in this policy, the term “County Department” shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.

Compliance

County employees who violate this policy may be subject to appropriate disciplinary action
up to and including discharge as well as both civil and criminal penalties. Non-County
employees, including, without limitation, contractors, may be subject to termination of
contractual agreements, denial of access to County IT resources, and other actions as
well as both civil and criminal penalties.

Policy Exceptions

Requests for exceptions to this Board of Supervisors (Board) policy shall be reviewed by
the Chief Information Security Officer (CISO) and the Chief Information Officer (CIO), and
shall require approval by the Board. County Departments requesting exceptions shall
provide such requests to the CIO. The request should specifically state the scope of the



exception along with justification for granting the exception, the potential impact or risk
attendant upon granting the exception, risk mitigation measures to be undertaken by the
County Department, initiatives, actions and a time frame for achieving the minimum
compliance level with the policies set forth herein. The CIO shall review such requests,
confer with the requesting County Department, and place the matter on the Board's
agenda along with a recommendation for Board action.

RESPONSIBLE DEPARTMENT

Chief Information Office

DATE ISSUED/SUNSET DATE

Issue Date: July 13, 2004 Sunset Date: July 13, 2008
Reissue Date: Sunset Review Date:



Ak los Angeles County

«{H]

K7 BOARD OF SUPERVISORS POLICY MANUAL
Policy #: Title: Effective Date:
6.108 Auditing and Compliance 07/13/04
PURPOSE

To ensure that County information technology (IT) resources are periodically audited for
compliance with County IT resources policies, standards, and procedures and County IT
security policies, standards, and procedures.

REFERENCE

July 13, 2004, Board Order No. 10 — Board of Supervisors — Information Technology and
Security Policies

Board of Supervisors Policy No. 6.100 — Information Technology and Security Policy

Board of Supervisors Policy No. 6.101 — Use of County Information Technology Resources,
including Agreement for Acceptable Use and Confidentiality of County Information
Technology Resources (Acceptable Use Agreement), attached thereto

POLICY

This policy is applicable to all County IT users.

Each County Department shall comply with the County IT security standards and
procedures approved by the Information Security Steering Committee (ISSC) in support
of this policy.

The Auditor-Controller (A-C) shall conduct or coordinate an audit of every County
Department’s compliance with County IT resources policies, standards, and procedures,
and County IT security policies, standards, and procedures. Audits shall be prioritized and
scheduled based on risk by the A-C. To facilitate the audit process, each County



Department shall:

e Properly complete the annual Chief Information Office’s Business Automation
Planning (BAP) security questionnaire.

e Properly conduct and document IT risk assessments in accordance with A-C
requirements as required by Board of Supervisors Policy No. 6.107 — Information
Technology Risk Assessment.

Definition Reference

As used in this policy, the term “County IT resources” shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.

As used in this policy, the term “County IT user” shall have the same meaning as set forth
in Board of Supervisors Policy No. 6.100 — Information Technology and Security Policy.

As used in this policy, the term “County IT security” shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.

As used in this policy, the term “County Department” shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.

Compliance

County employees who violate this policy may be subject to appropriate disciplinary action
up to and including discharge as well as both civil and criminal penalties. Non-County
employees, including, without limitation, contractors, may be subject to termination of
contractual agreements, denial of access to County IT resources, and other actions as
well as both civil and criminal penalties.

Policy Exceptions

Requests for exceptions to this Board of Supervisors (Board) policy shall be reviewed by
the Chief Information Security Officer (CISO) and the Chief Information Officer (CIO), and
shall require approval by the Board. County Departments requesting exceptions shall
provide such requests to the CIO. The request should specifically state the scope of the
exception along with justification for granting the exception, the potential impact or risk
attendant upon granting the exception, risk mitigation measures to be undertaken by the
County Department, initiatives, actions and a time frame for achieving the minimum
compliance level with the policies set forth herein. The CIO shall review such requests,
confer with the requesting County Department, and place the matter on the Board's
agenda along with a recommendation for Board action.



RESPONSIBLE DEPARTMENT

Chief Information Office

DATE ISSUED/SUNSET DATE

Issue Date: July 13, 2004 Sunset Date: July 13, 2008
Reissue Date: Sunset Review Date:
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Policy #: Title: Effective Date:

6.109 Security Incident Reporting 05/08/07

PURPOSE

The intent of this policy is to ensure that County Departments report County
information technology (IT) security incidents in a consistent manner to responsible
County management to assist their decision and coordination process.

REFERENCE

May 8, 2007, Board Order No. 26 — Board of Supervisors — Information Security Policies
Board of Supervisors Policy No. 6.100 — Information Technology and Security Policy
Board of Supervisors Policy No. 6.101 — Use of County Information Technology

Resources, including Agreement for Acceptable Use and Confidentiality of County
Information Technology Resources (Acceptable Use Agreement), attached thereto

Board of Supervisors Policy No. 6.103 — Countywide Computer Security Threat
Responses

Board of Supervisors Policy No. 6.110 — Protection of Information on Portable
Computing Devices

Board of Supervisors Policy No. 3.040 — General Records Retention and Protection of
Records Containing Personal and Confidential Information

Health Insurance Portability and Accountability Act (HIPAA) of 1996
Health Information Technology for Economic and Clinical Health (HITECH) Act of 2009

California Civil Code Section 1798.29




POLICY

This policy is applicable to all County IT users.

Each County Department shall comply with the County IT security standards and
procedures approved by the Information Security Steering Committee (ISSC) in
support of this policy.

All County IT security incidents shall be reported by the Departmental Information
Security Officer (DISO) to the Chief Information Security Officer (CISO), as required by
County IT security policies, standards, and procedures,

to minimize the risk to the County, its employees and assets, and other
persons/entities, and to ensure compliance with applicable laws

The County Department that receives a report of a County IT security incident shall
coordinate the information gathering and documenting process and collaborate with
other affected County Departments to identify and implement a resolution or mitigation
action (e.g., notification of unauthorized

of personal information and/or confidential information to the
affected employee and/or other person/entity).

The Chief Information Office shall immediately report to the Board of Supervisors
(Board) County IT security incidents that involve unsecured confidential information or
unsecured personal information, and other incidents as determined by the CISO.

Each County Department shall coordinate with one or both of the designated County
offices (Chief Information Office and the Auditor-Controller), as applicable, when a
County IT security incident occurs. For purposes of this coordination, the CISO has the
responsibility for the Chief Information Office. The Chief HIPAA Privacy Officer and the
Office of County Investigations (OCI) have respective responsibilities for the Auditor-
Controller.

Each County IT user is responsible for notifying the County Department’s Help Desk
and/or DISO as soon as a County IT security incident is suspected.

Chief Information Security Officer (CISO)

All County IT security incidents that may result in the disruption of business continuity or
actual or suspected loss or of
personal information and/or confidential information shall be reported to the applicable
Departmental Information Security Officer (DISO) who shall report to the CISO.



Examples of these incidents include:

e Virus or worm outbreaks that infect computing devices
ed

e Malicious attacks on telecommunications

e Web page defacements

e Actual or suspected loss or
of personal information and/or confidential information

e Lost or stolen computing devices containing personal information and/or
confidential information

Chief HIPAA Privacy Officer

All County IT security incidents that involve rotected Hhealth {Information
(PHI) shall be reported by the affected County Departments to the Chief HIPAA Privacy
Officer. These incidents may be reported using an on-line form found at
www.lacountyfraud.org. Examples of these incidents include:

e Compromise of patient information
e Actual or suspected loss or
of patient information

Office of County Investigations (OCI)

All County IT security incidents that may involve non-compliance with any Acceptable
Use Agreement (refer to Board of Supervisors Policy No. 6.101 — Use of County
Information Technology Resources) or the actual or suspected loss or

of personal information and/or confidential
information shall be reported to OCI. These incidents can be reported using an on-line
form found at www.lacountyfraud.org. Examples of these incidents include:

e System breaches from internal or external sources

e Inappropriate non-work related information which may include, without limitation,
poernegraphy,—music; and videos_to an extent that is not permitted by —in
s and pornography

e Actual or suspected loss or
of personal information and/or confidential information

e Lost or stolen computing devices containing personal information and/or
confidential information




Chief Information Officer (CIO)

All County IT security incidents that affect multiple County Departments create
significant loss of productivity, or result in the actual or suspected loss or disclosure of
personal information and/or confidential information shall be coordinated with the
CIO/CISO--. As soon as the pertinent facts are known, the County IT security incident
shall be reported by the CIO to the Board. The CISO shall be responsible for
determining the facts related to the County IT security incident and updating the CIO
and other affected persons/entities on a regular basis until all issues are resolved as
determined by the CIO and all actions are taken to prevent any further occurrence. A
final report shall be developed by the CIO that describes the incident, cost of
remediation, loss of productivity (where applicable), impact due to the actual or
suspected loss or of personal
information and/or confidential information, and final actions taken to mitigate and
prevent future occurrences of similar incidents.

Actual or suspected loss or of
personal information and/or confidential information shall result in a notification to the
affected persons/entities via a formal letter from the applicable County Department,
including, at a minimum, a description of the types of personal information and/or
confidential information lost or disclosed, anrd-recommended actions to be taken by the
persons/entities to mitigate the potential misuse of their information, and any other
information required by applicable laws.

Definition Reference

As used in this policy, the term “County IT resources” shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 — Information Technology and
Security Policy.

As used in this policy, the term “computing devices” shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 — Information Technology and
Security Policy.

As used in this policy, the term “telecommunications” shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 — Information Technology and
Security Policy.

As used in this policy, the term “County IT user” shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.

As used in this policy, the term “County IT security” shall have the same meaning as set



forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.

As used in this policy, the term “County IT security incident” shall have the same
meaning as set forth in Board of Supervisors Policy No. 6.100 — Information Technology
and Security Policy.

As used in this policy, the term “County Department” shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 — Information Technology and
Security Policy.

As used in this policy, the terms "personal information" and "confidential information”
shall have the same meanings as set forth in Board of Supervisors Policy No. 3.040 —
General Records Retention and Protection of Records Containing Personal and
Confidential Information.

Compliance

County employees who violate this policy may be subject to appropriate disciplinary
action up to and including discharge as well as both civil and criminal penalties. Non-
County employees, including, without limitation, contractors, may be subject to
termination of contractual agreements, denial of access to County IT resources, and
other actions as well as both civil and criminal penalties.

Policy Exceptions

There are no exceptions to this policy.

RESPONSIBLE DEPARTMENT

Chief Information Office

DATE ISSUED/SUNSET DATE

Issue Date: May 8, 2007 Sunset Review Date: May 8, 2011
Reissue Date: Sunset Review Date:
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Policy #: Title: Effective Date:
6.110 Protection of Information on Portable Computing 05/08/07
Devices
PURPOSE

To establish a policy regarding the protection of personal information and/or
confidential information used or maintained by the County that resides on any portable
computing devices, whether or not the devices are owned or provided by the County.

REFERENCE

May 8, 2007, Board Order No. 26 — Board of Supervisors — Information Security Policies
Board of Supervisors Policy No. 6.100 — Information Technology and Security Policy
Board of Supervisors Policy No. 6.101 — Use of County Information Technology
Resources, including Agreement for Acceptable Use and Confidentiality of County
Information Technology Resources (Acceptable Use Agreement), attached thereto

Board of Supervisors Policy No. 6.109 — Security Incident Reporting

Board of Supervisors Policy No. 3.040 — General Records Retention and Protection of
Records Containing Personal and Confidential Information

of 2009

California Civil Code Section 1798.29




POLICY

This policy is applicable to all County IT users.

Each County Department shall comply with the County IT security standards and
procedures set forth by the Information Security Steering Committee (ISSC) in support
of this policy.

A) Portable Computing Devices and Information

All portable computing devices that access and/or store County IT resources must
comply with all applicable County IT resources policies, standards, and procedures.

The County prohibits the unnecessary placement (whether by download-ef, input, or
other means) of personal information and/or confidential information on portable

computing devices. -—Hewever,—Designated County Department management may
authorize specific County IT users_to place personal and/or confidential information on
portable computing devices if such County IT users must do so as a part of such County
IT users' assigned job functions. Prior to authorizing placement on portable computing

dewces such Countv IT users shall—whe—m—the—eeemse—ef—eeemty—busmess—skau—must

devlees —shau—be made aware of the rlsks mvolved and |mpact to the affected
person/entities in the event of actual or suspected loss or disclosure of personal
information and/or confidential information.

If personal information and/or confidential information isare placed/stored on a portable
computing device, every effort shall be taken, including, without limitation, physical
controls, to protect the information from unauthorized access and, without exception,
the information shal-must be encrypted.

{anA County IT usern—employee who intends to places—personal-information-andfor
confidentialinformation-on-use any-their portable persenally-procured-computing device
not owned or provided by the County when-usedforCounty-businessto access and/or
store County IT resources; is requiresd to obtain prior written approval from designated
County Department departmental-management appreval-that includes, minimally, the
Departmental Information Security Officer (DISO).. The County IT user shall comply
with, and the portable computing device shall comply with, all applicable County IT
resources policies, stanbdardsstandards, and procedures, including, without limitation:

e Board of Supervisors Policy No. 6.101;
e Board of Supervisors Policy No. 6.102 — Countywide Antivirus Security
Policy;




e Board of Supervisors Policy No. 6.106 — Physical Security;

e Board of Supervisors Policy No. 6.109 — Security Incident Reporting;

e Inclusion of this Board of Supervisors Policy No. 6.110 — Protection of
Information on Portable Computing Devices; and

e Board Policy No. 6.112 — Secure Disposition of Computing Devices.

A)B) Protection Requirements for Stored Information Eneryptioh—en—Portable

Computing Devices
Security-measures-shall-be-employed-by-all-County Departments temust safeguard all

personal information and/or confidential information on all portable computing devices.

All-County-owned-or-provided portable computers shall at all times have automatic full
disk, ~volume, or file/folder_disk-encryption that does not require user intervention nor

allow user choice to implement or modify in order to ensure all personal information
and/or all confidential information is encrypted.

If personal information and/or confidential information s isare-placed/siored on any
portable computing device other than a portable computer, all such information shall be
encrypted, unless not #feasible_and compensating controls that have been approved by
the DISO are implemented.

JFheEach County Department shall ensure that, in the event thea portable computing
device is lost or stolen and the stored data is not encrypted, the County Department
shall be able to recreate the personal information and/or confidential information with
100 percent accuracy and shall be able to provide notification to the affected
persons/entities in accordance with Board of Supervisors Policy .

B)C)Rersonal—Information—andlor—ConfidentialLimit  Exposure of Stored




Information

When it is determined that personal information and/or confidential information needs to

be placed on a portable computing device, every effort sh be taken to
minimize the amount of information . _Additionally, if
feasible, such information shall be abbreviated to limit exposure (e.g., last 4

digits of a Social Security number).

S)D) Actions Required In the Event of Actual or Suspected Loss or Disclosure

Any actual or suspected loss or disclosure of personal information and/or confidential
information shall be reported under Board of Supervisors Policy No. 6.109 — Security
Incident Reporting. _In all cases, every attempt shall be made to assess the impact of
storing, and to mitigate the risk to, personal information and/or confidential information
on all portable computing devices.

Definition Reference

As used in this policy, the term “County IT resources” shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 — Information Technology and
Security Policy.

As used in this policy, the term “portable computing devices” shall have the same
meaning as set forth in Board of Supervisors Policy No. 6.100 — Information Technology
and Security Policy.

As used in this policy, the term “portable computers” shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 — Information Technology and
Security Policy.

As used in this policy, the term “County IT user” shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.

As used in this policy, the term “County IT security” shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.

As used in this policy, the term “County Department” shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 — Information Technology and
Security Policy.

As used in this policy, the terms "personal information" and "confidential information”
shall have the same meanings as set forth in Board of Supervisors Policy No. 3.040 —



General Records Retention and Protection of Records Containing Personal and
Confidential Information.

Compliance

County employees who violate this policy may be subject to appropriate disciplinary
action up to and including discharge as well as both civil and criminal penalties. Non-
County employees, including, without limitation, contractors, may be subject to
termination of contractual agreements, denial of access to County IT resources, and
other actions as well as both civil and criminal penalties.

Policy Exceptions

There are no exceptions to this policy.

RESPONSIBLE DEPARTMENT

Chief Information Office

DATE ISSUED/SUNSET DATE

Issue Date: May 8, 2007 Sunset Review Date: May 8, 2011
Reissue Date: Sunset Review Date:
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Policy #: Title: Effective Date:

6.111 Information Security Awareness Training 05/08/07

PURPOSE

To ensure that the appropriate level of information security awareness training is
provided to all County information technology (IT) users.

REFERENCE

May 8, 2007, Board Order No. 26 — Board of Supervisors — Information Security Policies
Board of Supervisors Policy No. 6.100 — Information Technology and Security Policy

Board of Supervisors Policy No. 6.101 — Use of County Information Technology
Resources, including Agreement for Acceptable Use and Confidentiality of County

Information Technology Resources (Acceptable Use Agreement), attached thereto

Board of Supervisors Policy No. 3.040 — General Records Retention and Protection of
Records Containing Personal and Confidential Information

POLICY

This policy is applicable to all County IT users.

Each County Department shall comply with the County IT security standards and
procedures set forth by the Information Security Steering Committee (ISSC) in support
of this policy.

County Departments
establish and maintain a



information security awareness training program.

Information security programs at County Departments shall include, without limitation,
information security awareness training County Department's
information technology use and security H—Use—and-SeeurityPp which
includes, without limitation, training in the handling and protection of personal
information and/or confidential information and in a County IT user's responsibility to
notify County Department management in the event of actual or suspected loss or
disclosure of personal information and/or confidential information.

For County employees, training shall begin with County employee orientation and
shall be conducted on a periodic basis throughout a County employee's term of
employment with the County.

Periodic information security awareness training shall be provided to all County IT users
and should be documented to assist County Department management in determining
user awareness and participation. County IT users shall be aware of basic information
security requirements and their responsibility to protect all information (personal
information, confidential information, other).

Each County Department shall ensure that its County IT users participate in the
information security awareness training program

County Departments may develop additional information security awareness training
programs based on their specific needs and sensitivity of information.

Information security awareness training shall be provided to County IT users as
appropriate to their job function, duties, and responsibilities.

Definition Reference

As used in this policy, the term “County IT resources” shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 — Information Technology and
Security Policy.

As used in this policy, the term “County IT user” shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.

As used in this policy, the term “County IT security” shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.



As used in this policy, the term “County Department” shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 — Information Technology and
Security Policy.

As used in this policy, the terms "personal information” and "confidential information”
shall have the same meanings as set forth in Board of Supervisors Policy No. 3.040 —
General Records Retention and Protection of Records Containing Personal and
Confidential Information.

Compliance

County employees who violate this policy may be subject to appropriate disciplinary
action up to and including discharge as well as both civil and criminal penalties. Non-
County employees, including, without limitation, contractors, may be subject to
termination of contractual agreements, denial of access to County IT resources, and
other actions as well as both civil and criminal penalties.

Policy Exceptions

Requests for exceptions to this Board of Supervisors (Board) policy shall be reviewed
by the Chief Information Security Officer (CISO) and the Chief Information Officer (CIO),
and shall require approval by the Board. County Departments requesting exceptions
shall provide such requests to the CIO. The request should specifically state the scope
of the exception along with justification for granting the exception, the potential impact
or risk attendant upon granting the exception, risk mitigation measures to be undertaken
by the County Department, initiatives, actions and a time frame for achieving the
minimum compliance level with the policies set forth herein. The CIO shall review such
requests, confer with the requesting County Department, and place the matter on the
Board's agenda along with a recommendation for Board action.

RESPONSIBLE DEPARTMENT

Chief Information Office

DATE ISSUED/SUNSET DATE

Issue Date: May 8, 2007 Sunset Review Date: May 8, 2011
Reissue Date: Sunset Review Date:
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Policy #: Title: Effective Date:

6.112 Secure Disposition of Computing Devices 10/23/07

PURPOSE

To ensure that all information and software on County-owned or leased computing
devices are protected from unauthorized disclosure prior to disposition of such
computing devices out of County inventory or transfer of such computing devices to
other users.

REFERENCE

October 23, 2007, Board Order No. 22 — Board of Supervisors — Information
Technology and Security Policy

Board of Supervisors Policy No. 6.100 — Information Technology and Security Policy
Board of Supervisors Policy No. 6.101 — Use of County Information Technology
Resources, including Agreement for Acceptable Use and Confidentiality of County

Information Technology Resources (Acceptable Use Agreement), attached thereto

Board of Supervisors Policy No. 3.040 — General Records Retention and Protection of
Records Containing Personal and Confidential Information

POLICY

This policy is applicable to all County IT users.

Each County Department shall comply with the County IT security standards and
procedures set forth by the Information Security Steering Committee (ISSC) in support
of this policy.

Each County Department is responsible for ensuring that all information and software
on County-owned or leased computing devices are rendered unreadable and



unrecoverable, whether or not removed from such computing devices, prior to
disposition of such computing devices out of County inventory, to prevent unauthorized
use or disclosure.

Each County Department is responsible for ensuring that all personal information and
confidential information on County-owned or leased computing devices is rendered
unreadable when such computing devices are transferred to other users who are not
authorized to access the personal information and confidential information.

Dispositions of County-owned or leased computing devices out of County inventory
include, without limitation, the following:

« Computing device sent to salvage
» Computing device destroyed

» Computing device donated to a non-County organization

Definition Reference

As used in this policy, the term “County IT resources” shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 — Information Technology and
Security Policy.

As used in this policy, the term “computing devices” shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 — Information Technology and
Security Policy.

As used in this policy, the term “County IT user” shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.

As used in this policy, the term “County IT security” shall have the same meaning as set
forth in Board of Supervisors Policy No. 6.100 — Information Technology and Security
Policy.

As used in this policy, the term “County Department” shall have the same meaning as
set forth in Board of Supervisors Policy No. 6.100 — Information Technology and
Security Policy.



As used in this policy, the terms "personal information" and "confidential information”
shall have the same meanings as set forth in Board of Supervisors Policy No. 3.040 —
General Records Retention and Protection of Records Containing Personal and
Confidential Information.

Compliance

County employees who violate this policy may be subject to appropriate disciplinary
action up to and including discharge as well as both civil and criminal penalties. Non-
County employees, including, without limitation, contractors, may be subject to
termination of contractual agreements, denial of access to County IT resources, and
other actions as well as both civil and criminal penalties.

Policy Exceptions

There are no exceptions to this policy.

RESPONSIBLE DEPARTMENT

Chief Information Office

DATE ISSUED/SUNSET DATE

Issue Date: October 23, 2007 Sunset Review Date: October 23, 2011
Reissue Date: Sunset Review Date:



